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MEERFRRIEOBRREEIMURISEIR . -

= ISA (Instruction Set Architecture)
= RZEISA:
iz - UES
L -  RERIEESIERLER
ABI e - FAFISA:
- FAPSHIRZSIEFEI LAER

ZISA FIF 1SA - ABI (Application Binary Interface)
- RHRFRGIRSEERMATNEE
SEREPISANIRSAR
- APl (Application Programming
Interface)
ABI — application binary interface - AERPAERAREO
ISA — instruction set architecture - B5EMEOMBARFISA

ISA
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- MERFUNPEFCEEN—5
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- ISA T EBERFFIMachinez
[BHYSRR

- REES R EEIY ISASTEEHITAS
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- BBZMATEHRER AR REL

BIMUBEERS, Lettall5¥)
IBEEaIE?
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IRIXNBJRE,
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« VM: EBIH (Virtual Machine)
- VMM: E#NIEIEEE (Virtual Machine Monitor, Hypervisor)

R A2 REFAfEF
R R
BERFA IRERHB
=ERE
ZFISA FHF ISA ZE5ISA FBH ISA
|| FRBUSA FAFIsA | - . ol el B e -




- BUERREIMCRBEENEN, SETE=MFIEN
- NEH R RR L S P RS THIRE o= — YR
- EINRCETEIHIER T EERE—R
- i FR A YR SRR

[1] Popek & Goldberg, 1974 “Formal Requirements for Virtualizable Third
Generation Architectures”
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- 2RI (Full Virtualization) vs. 3EERIME (Para-Virtualization)
- SR

- NN RIBER DT
- RV FRARSER?

Full-virtualization Para-virtualization

£33 £ mm m

Guest 0S Guest 0OS
Hypervisor/VMM Hypervisor/VMM

X86 Hardware X86 Hardware
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- Type-1EH#IHEE=R
. EEE(TERM b ]
. FLRMERGHIBE il || i
- BEEEEAEYESIR
- SCHEE. AFEE. IKahEIhee
- ERERERR D i
« fHlgnXen, VMware ESX Server

VMM

- Type-2 UGS %ﬂr ?E
- KIETFETRIER R v [
- FHIBRERFESIEYIRER | i—FOS |

- RN S iEss LUHFE/ R R SIstT
- SFSCHIF LR
« BIR0QEMU/KVM

Hardware
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- 2013 ~2017
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Xen/Arm

Added Arm32 and later 84 suppont
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HVM PVH

Optimizations (lightweight HVM)
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- CPUERPIIRARNRRITE

= Trap & Emulate

= Binary Translation

= Para-Virtualization

= Hardware Assisted Virtualization (e.g. Intel VT-x or AMD-V, ARM EL2)

- AFEIMCAZRENIE
= Para-Virtualization
= Shadow Page Table
= Hardware Assisted Virtualization (e.g. Extended Page Table)

- I0EMC R EAITTE
= Device Emulation
= Para-Virtualization
= Mediated Pass-through
= Hardware Assisted Virtualization (e.g. SR-I0OV)
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=« XenXJFx86i5 S ERIEAIRIMAIERRRT
- RAFFIBERIGuest OSEIEFRATIMESRIES
- BRrEIREAAtrapBIVMM (Xen) FHIBIRGESERS M EtrapiYE<
- Guest OSEEET "hypercall” E5RFEERH
- ERTRIFHYpervisor{RIFREHMLZ [BRYFREE
- FiERYExceptionetiXenEEmEAYhandlerEiEE
- —L0S system callfi§Fast handlera]LAEEinvoke
- fflanPage FaultfyhandlerfiFEZE S XINFREMHHITIER

- Guest OsFHEEFRIZRMFH—ERIZM

- FlaNgmiEAZAETCompile for ARCH=xen instead of ARCH=i686
(x86_64)

- YR ERYCRETEER KRLU1.36%HAZ




Xenf9ZHZ=td (PASOSP’ 03i8XAafl) -

- JLNEERIELE:

= Guest Domains/Virtual

DomO0 DomU _
Machines
User User User .
Software Software  Software = The Control Domain (or
Domain 0)
GuestOS GuestOS GuestOS " System Services
(XenoLinux) (XenoBSD) (XenoXP) . J?\ %Device Drivers
Xeno-Aware Xeno-Aware Xeno-Aware Xeno-Aware N . .
Device Drivers Device Drivers = Device Drivers = Device Drivers = [EHIDevice Drivers (ﬁg
ADomU¥backend)

= Toolstack

= Xen Project-enabled
operating systems




Xen virtualization model P

i EML

Yy EE R




Sar > A 2
YiELAA%

5/ SHANGHAI JIAC TONG UNIVERSITY

Xenf§CPUEEI{L e o

=

- x86 Bt 744 rings (even VAX processor provided 4)

fgOSHRFEE(FEHring 0 and 3;
= Guest OSEEE{T{Ering 1

_____________________

: Xen |

Operating System g 4|r --------------------------------------- :
|  Guest Operating |

Not used ¢ Systems :
— i Notused |

LIE -~ Lo o e i o o e i e e

_____________________

- User Applications |

User Applications

x86 “Rings’ Xen

- it T—LEHitghypercall Privilege Levels
=  #define __HYPERVISOR_set_trap_table 0
#define __HYPERVISOR_mmu_update 1
=  #define __HYPERVISOR_sysctl 35
= #define _HYPERVISOR_domctl 36
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XenBIMemoryEil{t

= Xen¥EIME (PV) RITTAZMNERE
- ERWLITT B ZEBOA OB LTIk (AEEBIITrap)
= EIMNIX TR B = # Trap®|hypervisor
« B EUMVISRERNAF IR AN ESN,
- XenfEBhRE 4B EIME (HVM) BIAGFEIE
= 5| N7 Shadow Page Table, iXZEEB 7 VI AT HHIES .




Type2 EHISSRAME—KVM

« KVM €78 EFIZBNERHL (Kernel-based Virtual Machine)
- BE&EH Quramnet &, %2 EF 200854 Red Hat ity,
- BHal, Red Hat, Intel&EATIEKVMEEERcontributor,
- B324F x86 (32 and 64 iz), s390, Powerpc &Z8#4 CPU,

= BEM Linux 2.6.20 EHAES—RZER (kvm.ko) #mergei#A Linux
RZEET.

- TEEXIFEEEIAT RN CPU, BHEFEERIntel VTEAMD-V,
- EREKVM, —fig&EANEEQEMU/KVMERI{ER

- 20034, EEFfERERFabrice Bellard’ 2% T QEMU 0.1fkA, BirE7EIE
x861/1.88_{E RN i EIEHF AR 861188

- BERQEMUSZFHENARZIREE, RIFAEMEATIOEIM ETEEERT
—41I8




KVMEHULERIE74E

paas—u A

Virtual Virtual
Machine Machine
[
Linux Windows
Applications Applications
Linux Windows [
Guest 05 Guest OS5 .
Linux
QEMU QEMU Applications
KWV Linux

x86 with virtualization extensions

- ZERIES (Guest OS)

- BFECPU (VCPU) | R, IKah
(Console, M. 1/0 ig&IK
) , # KVM BEF—FZIR
Ay CPU &= Miz1T

- KVMRZARIR

- BITERZTE, 12 CPU FIR
FRIERML, LAREFHEY1/0
=8, Guest B9 1/0 #7 KVM #=
g2a, 348 QEMU 4h18,

- QEMU

- (EEOTRIHE KVM EHERY
QEMU 18, i=f7ERFZIE,
AL 1/0 ML, B
|OCTL /dev/kvm i&&FF0] KVM
XH,




Kernel-based Virtual Machine, @ XA VMM, XHAZEEIL
WAZFR R — MRS, 32T g, SQEMUMhEIL{E, MEEINLIAE

KVM
QETAU CWMBECPUBEIML, MERRML, R —LEat P 85T R R S 4 P
N S KREHINE (ME. BEZ) o FA L2 HOEMURASH)




FREAE, RETKVM, BEBERMUNEIEAR,
© BTG AIERYL, MHEERIK.

\- AT EMLFER, KYMEFBEFENTEDS, MEXOEMUT 7EXFFI .
BERTWMBENQOEMUEZEMIZE BERTKYMBERMELEAR, A
B, XETFTHHEERRS B C B BN HRE 4 BRI AY

KCPURETL.. RTEEIL R, RAMIES MR
\ J \ J




Linux(Host) REFAAL REHAA2

QEMU RE ARG {4 RE ARG 1

Az T
miEE |

KVMARE R

YIIRTE (F




— THEm |

User space Kernel Guest

- | - | - !
0CTL Y E AT
| Start > =uiEH > GuestEz > GuestftHs
ExitAbIE <€

ok e Y /vook N

QEMU KVM




QEMUfEEFBKVMBIA RS

paas—u A

QEMU{ERA/dev/kvmERZESHIKVMIE(E - [E8ioctimKVM{EERTR
CREATE VM, CREATE VCPU, KVM RUNZE

Guest

gemu-kvm

i

. Linux-userspace

i Lmux kern el

Hardware

fdevikvm

Scheduler, memory, ..

Net, Disks, ...

CPU, lIOMMU, ...




KVMEE#ME

- KYMBICPUEHIMY (AERLEEBSNAE)
- ETEENNY BRI EHITEL
= Llntel VT-xA%1, KVMEEREIEANVCPURIMHIVMCS, BIFVMCSE
MHREVCPURIHERIRZS
- KVWMBIRZFEIMY (REREZBENA)
- ETEENNY BIEEHITREL
- LAIntel BYExtended Page Table9f5l, FE@EIIEPTIHITAFIBUIENE

- KVMBUIRFIOEHML (T—EB&SNER)
- AJLAUEIE QEMUSRIRE RN E
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- XenEEMRE
- Type 18Yhypervisor, SEERESERIEC, FTLURHESAIEEE.
- JLURARFANS BIRENAIRRE 1t
- JLUREECRFF EIMGIR S EIAME, F>DomURIHRIE
- ALUSITHE—EA SRR RAYTES L.

- KVMBYEEH
- HIFRSCHANETES, ERFIURER RIS INEE, GRS, Kz
BF, (WMEESEEE, YIENEEE, 8SEIMCESE S E NS E,

- WEREZAH, BfFALiInuxRZAI—MER, FILEEELEIRE, H0E, 2
B, MXenMEMRLEEMEFRST.

- KVMEALInuxABZBI—EB, FRBRESELF,




- ZTREREMCREERE
- SRS, EERIRMEER
- HfERERFAR
- EUIRSHRER

- FFEEBUELEAXENFIKVMEESTERERER

« 20064, XenB&ZEAmazon Cloud43FE ORI IA

- TR, KVMEZ&iE@E Xen, R AXZEENIMEEHRAIFRREIMECEA;

- FEEEiMtEAtERITE I EEERAE, flalDocker, Kata
Container, Firecrackerss,

- BHel, BRIZVEEHIERNFHON, [EEREEESESZFY, BEexyt
BefRERIIRSS, HIEEENBEHMETEIMCAVE G EEIE R — LS
HeeITERIE A .




ZH A I

KVMEJ_Xen HNEERE:

KVM 37458 2.6.20 iyFfiae B8 &EEE Linux WP, £ Linux A
1% 3.0 fRZEl, & Xen SIFERE Linux RZHREEBENBEAEN#NT, H
(A TCI A RIEEA T B R BB N IKENFEFEPRETE Xen IMERRIEMRT
k.

- Xen ZHEFFTERIARZIEAEHN T (URHASERINIRA, XELET Xen
EHMCMER RNz AF ] BAFEKEER. FREFZNRZE
SHigiE, KVM £ Linux RiZAPRIERFEEEETS BaFIREHET Linux RiZhx
ARV KOH,

- Xen EEXRTEVIIREHNIRS 8 LiZiT— MSRECERY Linux W, LIFB(F
TiziRSS e LiEiTRIRRE BN ETRE. KVM SJfEiERSS =8 LERAE
IZHIBRR S Liz1TRY Linux VM SERBRIHERIRZ.

- Xen NEMEEEFRE—ERBIRAYENLE, BB CRIEERES BT
ME’JTA’E%@EEPE’JE?&BH?:?E E79 KVM 2 Linux R#ZHI— P ERpkERTT
FTLARERZIRFEREB RN E(F/ KVM EU SRR FRIAIE.
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add %$reg, Simm mov mem, %cr3

div %$reg0, S%regl rdmsr $imm

- AJLAE(RABR (ring3) #R4T - KEBRESNPR (ring0) 4T

- BEREETEERLESS - BEREETRAILABRLE
T BHTRRE




$B—hRrHypervisor

l
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BEHRIT

E




)=

- HRARGIIES
- ERRERTTERIEIL

= ARM CPUSID
- IS TR LA AR
- FAPSHITHEMNOP

- ik
- BRET
- THHIENE
- FEIME
- TEHFREHLL




BT L

addl %$reg, S$imm switch (opnum) : {
case addl:
regs|[reg] += 1imm;
break;

}
inb Sport switch (opnum) : {
case 1nb:
simulate inb (port);

break;



addl %$reg, S$imm addl %$reg, S$imm

inb Sport switch (opnum) : {
case 1inb:
simulate inb (port);

break;
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(EHEIRICPURERIME: Intel VT-x_ .

- Root mode: Host OSFHypervisor

= Non-root mode: Guest OS
..................... e

HiZ Non-root &3
: Ring-3

Roott&E=f, T
Ring-3

ERGAIL . Non-root 3t

Ring-0
Roott&Ez{, i s
Ring-0 REAN e =8

LEBRBXFEHTERHRRRARA (IPADS@SJTU)




SR

- VM Entry: HHRoottETiHAN
Non-Roott&ET
= HHypervisoriZE AVM
« EFE—IXH{TVM: VM Launch
- VM ExitZzf5: VM Resume

« VM Exit: EHNon-Rootf&Ez{iFH A e
Rooti&=,

Non-root

lllllllllllllllllll

-------------------

R D RN

T

iz

L7

miERG |H BERs

P

lllllllllllllll

- HMNERERR
- BURMES (FEEREIHFE —
<IajER)

= Hypercall

EEf atE=E
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I/0$ESVM ExithI4bIBiRTE

anS—4 A

ELO&1
RV YE="" B
ﬁ?—?ﬂﬁi
EL2 VCPURE

handle_io

KVM




ign +| handling to the iothreac

- {E9pthready

>TH érr = ptl rr4+~frfh};;d—ffh;;aﬂ r;tfr start routine, araq);

it (err)
« vCPUEZE|HostiF
EESE (fIgNCFS)  open ("/dev/kvm")

error_exit(err,

R ioctl (KVM_CREATE VM)
ioctl (KVM CREATE VCPU) -~ Invoke VMENTRY
- FAREERIZAE, while (true) {

vCPUL&IES EH ioctl (KVM RUN)”
fiHost OSZFE/ exit reason = get exit reason|();
\HIO=c switch (exit reason) {
B case KVM EXIT IO: /* ... */

break;

case KVM EXIT MMIO: /* ... */
break;
}




VMCS (Virtual Machine Control S’%&g%rﬁ

- VMMIBEEBHRIREFR (4KB)
- IERSIRAIVMETEXIIMEIRE

- VM Entry
- BB SRICPURRVMMRESREFEVMCS
- BRI VMCSHIIE VMRS ZECPUH

- VM Exit
- BB SHRICPURRVMRSREFEVMCS
- BEHEZIMNVMCSINEVMMIRESZCPUH




ST - TS E L OB ESS R VMEXIt

- Host OSHyTRZbE

FIELD(HOST_RIP, host_rip) - 1R[EZIH ype rvisorZ Gt EHITHIIES
Hbilk

FIELD(EXIT_QUALIFICATION, exit_qualification)

FIELD(VM_EXIT_REASON, wvm_exit_reason),

FIELD(WVM_EXIT_INTR_INFO, vm_exit_intr_info),
FIELD(VM_EXIT_INTR_ERROR_CODE, wvm_exit_intr_error_code),

- VMEXitBY[&RE
FIELD64 (EPT_POINTER, ept_pointer) i E PTE/‘JI‘T’%EEi&i_Lt

. HBIT1001 R




VMEXxitEgEF ¢

paas—u A
- VMCSIRE/IREFFHE - H— P IEENon-rooti®T( FHY
e CPUIKEI— (hniZ=EsRig
- Hypervisort&fl | FFE N
N Guest OS) FMERARIARHY :
« Cacheline;5ZFFE . VMExit
= Host OS IDT
= Host OS
= QEMU 1I/0O thread, epol1l
= KVM
= VM Resume

= Guest OS IDT



Posted Interrupt

Pans— A
» Z— 1 IEENon-roott®z{ FAY
VCPU1 CPUEI— (MNiz=ZEiBea
physical CPU 1 Guest OS) HMERARBFH
. —VMExit
—Host OSHPF
Notification Event ~
| —Hest0S
VEdiEnoine —QEMUH/O-threadepolt
Posted-Interrupt support =— KM
-
—VM-Resume
External InterruptsT - Guest OS IDT

Direct-assigned
Device
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WS, P

= GVA (Guest Virtual Address) = HVA (Host Virtual Address)
- EIANAERFTEIaRYbIE = Host OS_ERYFZERFFAIAAYLEIE
= GPA (Guest Physical Address) (B#EHypervisor)
- Guest OSFT “AR" wysEs = HPA (Host Physical Address)
i - HIFRIRittE, FFZ&5IDRAM
FRYZE

- BAFAIBEERIBIAIGVA->HPA . mEi (MMU, TLB) 2ifiaHost

(SPT) , m¢&%ciRiRlGuest OS OSTIZE= 8 FHVARTIT RIEIH PA
%, HiglaGPA->HPA (EPT)




=% & (Shadow Page Table) P

- Guest OS “IAK" BEEI TMGVA->GPARIET, FHEFHSRIEN
RS,

- SCFR_EHypervisor&EU T Guest OSITTIRAIER, FIEESLHITIRK
JIGVA- > HPARIRLRET,

Guest Guest Guest
L3 L2 L1

Guest
Page

Guest
CR3 [

write-‘:rotected writ‘%-pro!e

cted wrilte-protected
| _
- !
(level, access, gfn......)

GFN To PFN

Load to CR3




- LR
- MGVA->HPA—£ZIfs]
- IR{SCIL: REM

=
- 85— GuestHEEIE—'SPT (KENRNEEF)
- AN HIEESEES—SPT?
- B—IRTIFRIENEESHVMEXItFITLB flush




_— o

EPT (Extended Page Table)

- PRI TEREME
- BB GVA->GPA, BBHRIEGUestTURHA(THNE, T2

paas—u A

Hypervisorizl)
- SBMER: GPA->HPA, RRHIRIEEPTHITENZE, XHypervisorizl
GVA ~ GuestVM VMM
tel |
y
GPA | VA
Stagez \
: :
HPA PA
EL( & ELL




TLBLEEMEE P

- 53] TLBRRERFVA->PARIEER
- FERBRRH TR/
- JUUERENE, B (BERZEHypervisor) WJARITLB FlushfmlHT
TLB, BRTLBH 75 |HRIME KA

- FEVT-xeh, BPUIHFLBRINA LA HETETLB
- HVA->HPA (Host PT)
= GVA->GPA (Guest PT)
= GPA->HPA (EPT)
= GVA->HPA (Combined PTE)




VMID I

- RIZFESMNVMERATLB, MEF—MNVMIER T HEPT
« NTRIERERSTLBRI—EUE, HypervisoriJumlFhTLB

- BEXZHEHER, RE—NVMBEPTHIEN, (ERFHRIELLTLBAAT
BATERL

- VMID
.« HE—NVMEIE—MD, FIFTLBH R VM
- SETHERE




EPT Violation

paas—u A

- 53 HCPULIN—RE#At
R KB ATXINAYLT,
MMUZLECPUFEAN—MATIH
Wr (Page Fault)

// YR RF IR H R D Ee
volid *ptr

/] BRE—1#PF, FHIEFUTANERR
SO EIERE

memset (ptr,

malloc(size) ;

0O, size);

- BVT-xEEFEIGPAIR B X N AYIR,
5 & CPUiER 7 EPTRIAATIEERIH
N (ABEHRER) , B=ACPUE
N—TERRUVMEXit: EPT
Violation;

- AEXRSBHEN T, HypervisorFz2&
D EIIERFHREEPT
= Type-l: HypervisorsLIARZER
BCARS
= Type-Il: Linux/Windowsi2HaIA
FRERSE
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= Paul Barham, Boris Dragovic, Keir Fraser, Steven Hand, Tim Harris, Alex Ho, Rolf
Neugebauer, lan Pratt, and Andrew Warfield. 2003. Xen and the art of
virtualization. In Proceedings of the nineteenth ACM symposium on Operating
systems principles (SOSP '03). Association for Computing Machinery, New York,
NY, USA, 164-177. DOI:https://doi.org/10.1145/945445.945462

= https://wiki.xen.org/wiki/Xen_Project_Software_Overview

= https://wiki.xen.org/wiki/X86_Paravirtualised_Memory_Management

= https://ipads.se.sjtu.edu.cn/courses/os/slides/0S-18-Virtualization2.pdf
= https://ipads.se.sjtu.edu.cn/courses/os/slides/0S-17-Virtualization.pdf

= Yabusame: Postcopy Live Migration for Qemu/KVM
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IR QEMURRmIES TR

1. MLinuX&ZITIR A B EEF L2 QEMUZHEIS 4
$ sudo apt-get install gemu-kvm
= UbuntuBILinuxRZEABKVMERER

2. IR YmIE

QEMU:

S git clone

S ../configure —--enable-kvm ..

S make




BF: QEMUJF{'WEFESI P

- QEMUZ— 1M RHRPSIER
- AJLAERAglibe, LinuxRZREBIITNECGES

140 :
./kvm-all.c88 T XKESQEMUSKVMAZE RIS
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BiiR: QEMUBRILES(EER

do {
MemTxAttrs attrs;

it (cpu->kvm_vcpu_dirty) {
kvm_arch_put_registers(cpu, KVM_PUT_RUNTIME_STATE);
cpu->kvm_vcpu_dirty = 1 :

}

kvm_arch_pre_run(cpu, run);

if (cpu-=exit_request) {
DPRINTF("interrupt e equeste );
FE:

* KVWM requires us to reenter the kernel after IO exits to complete
instruction emulation. This self-signal will ensure that we
* leave ASAP again.

qeﬁu_cpu_kick_se?f():

it (run_ret < 0) {
it (run_ret = - ™ || run_r
DPRINTF( [

ret = EXCP_INTERRUPT;
V-LINE kvm-dsm kvm-all.c
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V-LINE

{l (4]

MemTxAttrs attrs;

if Icpu—wkvm_vrpu dirt*? {
v L _put_ref terflnpu KWM
cpu->kvm_vcpu_ u1rty = =

kvm atch_prp run{cpu, rnnl
it [cpu—pe it _reques
DPRINTF(

attrs = kvm_arch_post_run(cpu, run);

if (run_ret < 0) {
if (run_ret ==
DPRINTF(
ret = EXCP_INTERRUPT;
break;

}
kvm-dsm kvm-all.c

_PUT_RUNTIME

_STATE);
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fiF: Linux@3iZ (RAKVMIER) MEmESRE

Linux:

S git clone

$ make menuconfig

Virtualization
Arrow keys navigate the menu. <Enter> selects submenus --->, Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M>
modularizes features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

--- Virtualization

<M> Kernel-based Virtual Machine (KVM) support
<M> XVH for Intel processors support

<M> XVM for AMD processors support

< > Linux hypervisor example code (NEW)

<M> PCI driver for virtio devices (EXPERIMENTAL)
<M> Virtio balloon driver (EXPERIMENTAL)

$ make
$ sudo make modules install

S sudo make install



fIF: Linuxpgtk (MEKVMIER) WEESEE

- GNU GRUBE—"bootloader, ElitEHBsIZEBHITHE—K
*, BREEE—RA%, FHEITEERIZAZ

- RS FFInstallzfE, GRUBEGALAERRFRIFILINnUXZ
- WRiZzWZEER, AP LAERGRUBIEERBENRIXEE
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fIz: LinuxiEHB(ZcX ey

= arch/x86/kvm/x86.c:

static int vcpu_run(struct kvm_vcpu *vcpu)

nt r;
struct kvm *kvm = vcpu->kvm;

vepu->srcu_idx = srcu_read_lock(&vm->srcu);

for (::) {
it (kv ) g(vcpu))

I else {
r = vcpu_block(kvm, vcpu);

if (r <= 0)
break:
clear_bit(KVM_REQ_PENDING_TIMER, &vcpu->requests);

it (kvm_cpu_has_pending_timer( ).
kvm_inject_pending_timer_irqgs(vcpu);

it (dm_request_for_irg_injection(vcpu) &&
cvm_vcpu_ready_for_interrupt_injection(vcpu)) {
o= 1k;
vCepu->run->exit_reason = KVM_EXIT_IRQ_WINDOW_OPEN;
V-LINE master x86.cC
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fIz: LinuxiEHB(ZcX ey

= arch/x86/kvm/x86.c:

static int vcpu_run(struct kvm_vcpu *vcpu)

struct kvm *kvm = vcpu->kvm;

vepu->srcu_idx = srcu_read_lock (& vm->srcu);




fiR: LinuGEACHB(EEX P

- REREN EKVMIRRAPRIEIRT e IEMBLiInuxF&E SR, FILISER
%
- WIRER
- WNERTEYPIEN EHEEEE, 1BREELUESD
- Z=A#Z (Linux/Windows) v. A% (HarmonyOS)

- Segmentation Fault
int *ptr = NULL; *ptr = 1;

Unable to handle kernel paging request at virtual
address 0

= Deadlock
spin lock(&lck); spin lock(&lck);

watchdog: BUG: soft lockup - CPU #1 stuck for 22s!



Mi: VMWare Workstation

anS—4 A

- VMWare WorkstationAB gt 7 5QEMU-KVMBEIFIERIEIL
o=

= Binary-translation; Hardware-assisted virtualization

- NERBIERFEZEWindows, BBAEEREHI—/ N LinuxfJABIABEIETT
QEMU-KVM

= RIS TR DR ERETIML
- RERMLIERSRE, MEBSREZZERKE
- EVMWareFHEHFERIMLIZETT

Virtualization engine
Preferred mode: lhutmrgh; v

|| Disable acceleration for binary translation
(W] Virtualize Intel VT-x/EPT or AMD-V/RVI
[¥] Virtualize CPU performance counters
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fiiR: EBIOSHFIFHVT-X3Z¥5

Pans—9 A
- BOANFIFF

CMOS Setup Utility - Copyright (C) 1984-Z007 Award Sof tware
fidvanced BIDS Features

» Hard Disk Boot Priority [Fress Enterl [tem Help
First Boot Device [Hard Disk] = e SRR
Second Boot Device [Hard Disk]

Third Boot Device [Hard Disk]

Password Check [Setupl When enabled, a
HDD S.M.A.R.T. Capability [Enabled] can utilize the
Limit CPUID Max. to 3 [Disabled] additional hardwar
No-Execute Memory Frotect (Enabled] capabilities provided
CPU Enhanced Halt (C1E) [Enabled] by Virtualization
CPU Thermal Monitor Z(THZ)[(Enabled] Technology

CPU EIST Function [Enabled]

Virtwalization Technology [Enabledl

Full Screen LODGO Show [Disabled]

Init Display First [(PCI)

Sysprobs.com !

Tles 'rH'ﬂU"E El“'.ﬂ'l" :SE l-EEt PJ"JPUJ"P“:UIE I-UE Fia:Saue ESEFKI‘[ Fl:ﬂ-ﬂﬂﬂ‘l‘ﬂl He | p
FS:Previous Values F6:Fail-Safe Defaults F7:0ptimized Defaults




[ 1IZ1T7QEMU-KVM

- EQEMU-KVMARIz{TUbuntuZB IR -

1. BIEHEERE

2. T#EGuest OSHR, FEMEBRERG TR
3. 1z17QEMU

= gemu-system-x86 64 .. ;R TIHGIEN

" gemu-system-x86 64 —-enable-kvm ..

X
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